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Abstract: Categorical data clustering is an important research content for data mining, and clustering data usually
contains some sensitive information of user. In order to protect user privacy in clustering data, the privacy protection model
based on trusted third-party is currently mainly adopted. However, in reality, the third-party also has the risk of privacy leak-
age. In this paper, we propose a privacy protection method for K-modes clustering data without trusted third-party by intro-
ducing local differential privacy technology. Our method first uses random sampling technology to sample the data, then
perturbs the sampled data by using local differential privacy technology, and finally complete the clustering through the in-
teraction between the server and the user. In the clustering process, our method does not require a trusted third-party to per-
form privacy preprocessing on the data, which avoids the risk of the third-party disclosing the user’ s privacy. Theoretical
analysis proves the privacy and feasibility of our method. Experimental results show that our method guarantees the quality
of the clustering results under the premise of satisfying the local differential privacy mechanism.

Key words: privacy protection;local differential privacy ; data mining; k-modes clustering ; no trusted third-party

1 3 P B H R A, B U T A PR Y Rt 4 T

B B RO HE v e TR R A A Xt 43 24 TR0 B 1) 3R 2538 % 18 K-modes 535, H
SERRIER RO S 4 B R R TR B e, AR I — g B RSSO RAIE O BT IS5 iR S 2 SR
PEARMITERS . Komeans 2R A2 M0 0k st d B AAVE HT 0 SR B0 rhol 3 4 3 R A A UK

i

Wik H 91 :2020-12-01 5 & 1 H 191 :2021-04-12; 54T Fi 4 - Mg 20
FEATH MR A A ARERE 4T I H (No.2020JJ4317,No.2020JJ4250) ; WG 44 2 & )T RHA 0158 5 5991 H (No.21A0318, No.19A275) ; Wi G 44
W AEBFEHT H (No.CX20200999 )



2182 H, +

EE 2022 4

TR, W 2 R AT SR 2R A A AT SR R [ 2R A
FURHEASPEA IR 55 B 0 3 DA G 2245 5 o R AR 1
FHP B DR B DRI A fi T ER 2% FH P B0 o b
bR 3 VI AP P RS AR RA

20T BRRLT R FH PR B A S B RL R AR A
BT LA P B AA R AP R B, OF HREHCAE M 3
A SR F A G . BT EAE )
2 T EARAZ 48 B & A A R 55 S AR g B A
PR HLE S AL B B S S R AL b
AR e T2 A B e AL LA

AP 220 R AT SR A A BRALA I RE ) (B
o S — > A B =05 MRS AT A B T H 5 =07
RGP A AR i 5 = 02 R TT , A A, R PR R R R A
N ) BB R AR R XA BT P B AE
SRR b B E AR P, B AR
BN E A TEIEE =07 . XTI )8, 4% 122 43 B FA
(Local Different Privacy , LDP) 7E LR 1E£CHs v FHPE B A4
L 8T P g B AT A B, S TR AL
1255 =00 R 0T Hoe 5 22 0 R AL RIAE R T 1 74
B e SCR BRRA R AP B TS TR e A B RL R 3
U A DR IS [ ) i v

HAT, A7 C 3 — S A 1 22 43 B FA SR 1
o RAPPOR S J2 S S e i iy e Sk B 22
AN BRI B E R R R T . BT
RAPPOR A2, SCHR [ 20 )78 HBLAIl B X545 A R AT

WS, SCI T e s e R O N B AR g . BT X AR
B BSCHI ) A B A () A0, SR (21 148 T A Y
BeALA Y LDPMiner 395 , SCHR[22 178 HL LAY | iE—2
o, $2 0 T HA S 2 RS B A9 SVIM (Set-Value
Item Mining) 5.7 . AN T A 84811 75 vk, SCilk[ 23 ]38
ot Bl B RO R A E S B T AL -1, 1 DX g B A
Th, SR 7 1k 0 i L 4l R A [ E, X 2 3L
B R 2 L1, LTI ] . Bz m) #, SCiik [ 24 16 [ -
L, VX A B s B2 R IX Bl [ -C, C 1, 8K )5
TEMGIX () N THRAZA S BRI . A, AR M 22 73 B A
T 25 1] 0 L A 9, AR F 8 W AR S A A 31 1
JO7 2200 B AR AR b 2 43 B R T LA IR 45 = B
AL 5 () A, AEH B 0 3 SRR B B R AL PR A
AHSRAEAE AN T HRAR - (1) T fof 538 AR PR 75 7 2R 24 W39 o
AR RS . R AR R AR B B B B X
FUHEAT O3 ORISR T S B S A R B
W25 i — 2D TROR M P A2 . (2) AART LASSE/ N I 7 2
ZFE I8 52 RS . A0S PR A B A SRR
B IFICHR W00 BT 38 TR B DA R SR 2 4 R Y I 3R
PSR EERT IR PRA A SCHR D — R T A b 22 )
R A K-modes B 2508 B R 97 77 1% (Local Different

Privacy K-modes, LDPK). 1Z 5 B8 e v BmBENL R AR
SRIG R FHAS 22 43 Ba FAF R TE FH 2 S X RAE B 204 7
P8l , o 38 e 55 i 5 ) P o 4 28 H AR 58 U R 2
ASCELTTRRUNT

(1) T — AT A 2250 BEAAY) K-modes B2
BARRAAMRYHELL . 5] AR 2253 BaAh AR AE Pt
B A TS, I i R 55 v 5 P s 52 kAR, SR
TR R P P B 0 2558 =T R RA TR

(2) Jy v R GE A0y o & T P om RO 8 L 78
fift FHAS 22 3 B RAE ORI ST, % $icHi A T B LR AE
ik G PR I R T J1) A B R 28 o o PR K D B R 3% 4
FORICHE A >R 1) 38 TR 5 288 v [ R

(3) B SATUE BT T 7 ik A B AL A AT R B
SEREAE S A R R W] 0T VA AR AN 2
FRAAHLERI A RIS T AR IE 1 SRS A5 R

2 ARiESFEFAS K-modes 3

2.1 AEHEFA

BT 55 = 5 AEAE I 58 T P B RL A XU, AN Bl 2% 4y
B RA B2 AE P i %t A R AT 50 L B RE N R ] Xk
A NBERVR ) B ER . A 2243 B AL B Ak 2
BY&/(1

EX1 B ZHPEZEDIA —Kids, HiR
RIS M e 300 Dom (B30 Rom. W1 ARAT:
M0k ¢ (€ Dom) Fl ¢/ (¢+'e Dom), & M AL PR 5 15
SR 14 4550 (¢ e Rnm ) BORER 22X (1), 00 M
& e—LDP.

Pr[(t):t*]SeaxPr[(t'):t*] (1)

S e R RAIR, HME KR T 0. BRI/
BRI BRI TR B, e 8/0N , FRRA DR PP R B 8, (ELAH
IF B P PR 2 AR, PR e e LA R R TR B2 22
AR BT & WO HRAE . [RIEE DASE SC 1], AR 22 4y
W R 3 ot o A T R AR i i 2 R A AR R ke AR 3
BHRBFL . 2t A 25 73 B RAD BRIS , D ) 45 SR 3o 4
R AR AR R
2. 2 K-modes E 3

K-modes 5.3 HH K-means § JE 11K, T2 H 41
KAV R, Bk Hammlngﬂﬁgﬁfiﬁﬁ\/ﬁz
TET) 4 B2 30 ek 15 i A (L A A A i A ) o
L. K-modes BHIE M ELALBRUNTT .

AR 1 W T B0 S W AR ke, ISR 4R rh R P
kA SAE RGBT

R 2 A R B T A S S B B0 R
B IR A A 2 R S B Y L

R 3 A B kARG A A JE A 1 A
B, SR 8 R BT BT



o9 1

R T A 2243 B RA Y K-modes B 2B BURA AP 5 s 2183

IR ALH TR LT3, ELRNAHAE P IR i B2
ZE R & AR

3 K-modes BEHERAMRIPFE
3.1 [EREHER

BEBEAFAE I P 4 U= {uy,uy, oy u, | FUBRESE M=
(A, 4y, A} B u(1<i<n)#A —1 d4E)R
‘@fﬁ?ﬂmi:{al,a2,~-~,ad},aj(1Sjéd)iEéAjﬁ/‘J%/l\E‘@
{H . K-modes 5235 (19 H A5 &5 FH P 3 40 kA5 C=
{€1nCyony 0y} TETFRIT R HR 3 B 41— L 1 P RS
B TR AT 568 = 05 W SRS B R AT B AR 3 1 T
B, FARME R 2 25 % AT A 58 =07 Sk By 1k P B RA %K
Pl s . R 1A SOl R AT

=1 HSUHH

V%R

b L]
PR
RS
TS
JHF u, R
m, Gt A B 1 R A
M B, T ARAR (1 RAE S
b ARSI KRR
c, FH @ 1

N}

I T S~

3.2 BESZOMAR

ARSCHEH T —Fh I T A 22 53 B RA 1Y K-modes 2
FBAG AR 5, R RAEZR N 1 B . P u,
Te1] 12 55 S 2 0% A I, Ay sl A B A U 3 1 O A1
WIS, o X B s AT B L RATE | SR 5 SR HIAS H 22 45 5
AN SRR HOHE HEAT IR 3, B 5 K A5 B R B 3 Bt
R34 R 55 i

Tz A

e N ?
ﬂ =?ﬂ§uﬁl [ S ‘!’

Y s Y

__________ R —

i iy
B BREim

1 JET LDP A K-modes B2 HELR

e AR = MR AT R AL B
T P B R AR 2 R T3 = I R . TR 5 b
M 0 BT TP 148 3 B 4 8 S 1 Bl
BT V= (v vy v b 60 L 5 3% 25 B 45

Fro P u IR S5 sz B O SR T L ARTE 1 B B
36 m, VS H RS SR UE Y T v (1 <y <), SR A AR TR
Lo v, B 58 T I 5 o, IIC AR . IR 55 ol 3 P AR A
B S Ashdi R o4 . R R LR
A8 H G AR WA T34, BB A A v I B E A 4B
PR SEA H R T & A AR A
3.3 FAPRmHELE

FH P s AR AS P, 30 40A — A4 B IR 4 m, =
{a.ay, -, a,}, LDPK K H R4 Hb 2% 53 B AL HE A
R B B et — e i B S o S AT B 3 . i Bk
e A E X BE AT AR, LA a, A, 358 X B
AR RIE” B IR 4,| 8 56, FH—A KR 56
MR FAF R b= {0,0, -, 0} TR LRI . BN RE
Xt L b H—A~ LR, 35 @, SR DU, T IR X6 17 26 x A4~
FURROL , OS5 x A RO 0 1, A5 B LR A R b=
10 1L0J. X m, AR JBVE(E o, #0472 B F 3k ad 729
1, DA x R S MEAE EAY FLART , LA w{l <wslb|)Fm
x B EUETE L, Zi i an =G (2) s -

o 3

gi B 2 B A S E O FF M OHR B=
{D1byeoeiby by | SRJERT B AT REHLRAE I XS SR
{85, R (3) 373D
p, ifb;[w]=1

g ifb,[w]=0 (3)

Pr[b,/[w]=1] =

E¢pﬂnq=§%?%@%ﬁ5%@w;ﬁﬁ%ﬂﬁ
Pl B 1R IR A B 4 B A
(Joby') e 26 20 TR 25 S . TR JH P30 28 VR 7 1
P R s WA S 8 B o B P 1 05
= B

[EPoN

B BdEdE
WA P u B8 dE m = {a).ay, -a,), BN &

S SR (., )
Wem,={ay.ay, - a, ) SN B,= {b,by. -, b,);

1.
2. WBHBEHLREE b, RIS b= {0.0, -, 0}[b]|=1b|;
3. FORw=0tolb|-1do

4, IFb[w]=1

5. Pr[b,Tw]=1] =122

6. IFb[w]=0

7. Pr[b/[w]=1]= !

e“+1

8. Return (‘/} bj')




2184 H, ¥

EE 2022 4

EZ e kA R, RS v et B O A
V= A1, vy vy R FTAG A . SRIGRA I o,
AR F B B LS m R PR RO Y B v, R
J5 PR BT v, B E BT B RO FE ), JF 8 HOE e 45 IRk
55 Vi .
3. 4 BR& KR

Ml 55 s AN BT A P W 4R 3 30 % B B'=
(b, by b, R L S DSBS 4 o B HLE B A A o 2
J& P TT AL AR IR B0 Kk 45 P SR R BE P 80 2
P A PR 8/ iR S BT B R 0 T 4R v=
(viavy, oo vy RS BANE

(1) AR A F PR e K5 BT A P 353 k
A C={cr ey ey Lo N1 <r<k)FRFERRIH A
B, B PO B SR T 1SR A MO T B A i ke 1 Y
P NEAE N e /d. BT, JGEELL e /% [c,|/d.

Q) RN ETSANBHEENIRE. Uit
AR AE A, ), Ge it s R A sh & s b B FEAS LR AR
2| S= {sl,sz, ---,sl},s,(OSl< |b‘;|)%=2/7< b‘;EF’% I LE AT
N TR, PSS HABEE T3 4, R AN R (R A
I ES

(3) M55 i T3 A A1 v BT A s L 1 A 23
J RN B M PR R SR M, L E TR A
LR, e 2 BB I i 4R V= {vl,vz, . vk}.
IR 55 i o 2 e ) ELAA o R G AR 2 B s
B2 HEEARRES
WA HPiEC= {cl,cz, ~-~,ck}, RAERESEB'= {bl',bz’,
Bl BROSES V= {vivy s
1. FOR Cfromr=1tokdo

’bd’}’pv q;

2 From b,"to b," do
3. GEitH A ARG E S = {5,555,
4 FORi=0to/—1do
5. = Simled>d
e lx(p-q)
6. Return a = Max (¢') %[5 ) J& 1 (i
7. Return v, = {a,,az, ~~~,ad}
8. Return V={v,v. v}

IR 55 3t o S 1) FH P e 326 T ) B0 4 FEAR B8 A
PRI G BARER Fihd R, BRI % S
P B FEAR SR P UGS A PO P R A 284k
3. 5 [EFAMEFAR] A4S

A SCHRE W LDPK J7 i U BR0E 1 B R AL
AR R L 1 AR 22 4 R ALY /2 S, T LDPK
D5 B R RE A2 120 .

SIEB1 HL A 22 BRRARY E X

ERR BAFTEJE A A, R PIA SR X, Flx,, hE
1B st b, AT 18
Profx, ] Ticw Pr[oLilv, ] (
= 4)
Prof, ] TTicus Pr[oLil,]
P b, A~ B R 2 s A3l e (4) RAE x,
Hl e, AbASTR], o] LA
Pr[bj'|x1] - Pr[bj'[xl]|xl}Pr[bj'[x2]|xl]
pe[b)x,]  Pr[b[x, ], |Pr[ 5, [, i, ]
XFTa(5), 2 b, A x, (2 1, x, (O O
TATI Fe AR B K
Pr[b)x, | < Pr[ b, [x,] =10, ]Pr[ 6, Tx,] =0lx, ]
Pr[b].'|x2] - Pr[bj’[x :|:1|x2}Pr[bj'[x2] :0|x2]

A ']

T ¢ 1-p (6)
X p=1/2,q=1/e+1), HOl EAMLAR (6) 1

A G T A5

(5)

P l-q —e (7)
qg 1-p

PRI, B350 105 2 A 22 53 B RL ) e L.

I 55 s £ B B0 ), FH T A AR P ) L SE
Bl EASRE A A JE R Y SR, KRS
AR TSR ¢ S T BRI S (g, R AT A BT
Y 6 A TC AW . PR, TR R A AN 2 AL B S

INFIE
5|32 GE AL 2 AL TR S THE S Al TR

T

AR (B S 0 B R o, TR AR R (R a Y LS
WA GG, g 5 g5 h a B ELSSUBORA 15
. Bea'hya X RLEY HRRAL s AL Sh R TP 'y 1Y
L.

H1 T I 55 S JCVE ARG o WY LI g, 0 TSRl o,
e LRSI R g AT DLW B 50 A L
ALHEAT R, 85 |, | P X @ B e o7 235 SR 1T A2
IO e [ O/ A RREZ I A RS AR
FILLER PR -

L(g)zljirXp+(l_|i')xq}
le,/'=s
)a-a] o

g (1o
X[q““”+ e

Xt (8) PR B Xt g >R B Al oK H B B R
WUSRA T g

1-

' S—|C‘r|,>(q (
=——r1 9)
£ p—q



o9 1

R T A 2243 B RA Y K-modes B 2B BURA AP 5 s 2185

XoF 3R i H ) g AT ATIE PH HEH 2 e 1 -
Elg’] :E[S—|Cr|'xq j|

P—q
(gxp+ (e ~g) xq) ~lcI'xq

= —q =g (10)
g "6 B e, BOnT SR S e R AT AR ¢
s—lc|'xq
= —r 2 (11)
leI'x (p—q)

X FH P S0t B B0 A7 AE 1 SR SIS o a5 AR P R 3 TR
FEA 5 [R]85, LDPK 5 ok 38 2o X854 SR A, 1 P 7
J IR B EAR I HRT AR SR AEAE, KORBEAR 1 3d iR
B AR T BRI S BRI R B S T SRR AL
P i, T R A A S A T R 1 FH P B B R S B
ELAY 1/d, PR MRS 22506 R F i R b 5 X045 21 i It 3h £ e
AT AT 53T

SIZE3 X B SR AR LT 0 B BRRL A al
DARR = 4 S A i mT R

ER WA n P B EE J d dE R o4, R
AR &, HEA B PEAE A THIRECH g, /8 & XTI Y
LU, s RSB oo LB, SR Ry 1. 47
AR HZBEAE RS 2 e, W i 2 (9) v 15 g1 )y
ZH:

, s—nxq
Var[g ] —Var[p_q ]
_ nxixpx (1-p) +nx (1-1) xgx (1-q)
(p—a)

(12)

¥p=1/2,q=1/(e"+ 1) MCAX (12) 7T LIS I F
By 2243850

Var|g'| = nxde

(2] (1)

2 (13) 1 o< o 0 Ja PEAE A0 L SEAR R, Bl — AW

Ko, R TR TR A W . (RIS PR b 5 3 v s

{ED6 R B H P 8 H R TA] S 3000k 8 e e oy

25 WO C3) AT R e de

Var[g’/n] =

S Hnxt (13)

4¢°
nx (es— 1)2
XF o A Jeg P BE ML R A (A5 i 1 X o2 1 HH P AR
Fynid, HJ5 2Dk, o
4d x e°

711=m (15)

X B R TS T (e A5 A S MR A5 %) B R T B A
HNeld, oV n, s .

(14)

4e€/d
7]2_ nx(es/d_l)Z (16)
TSR R FHBE LR AEAT 2 AP s 58 T 00 T e
AT 350 I 2, g, S 1L 9, <, T EATZ1H]

(P NANSSEN I

’7—’7=i>< e _dxe’
P2y (eg/d_l)z (68_1)2
_ 4ea/d
nx (eg/d—l)zx (eg—l)2
X((ee_l)z_dxesfs/dx (es/d_l)z) (17)
H b SCRT AT RA T R T 0. Bk, X0 (17) 45
SR AL MR o3 AT DAAS A
4ea/d
nx (e“/d—l)zx (e“'—l)2
E X y=e™ BeRCAX 7)) AL K. R
R (18) KT 0, Bekr 2 (17) 45 F 19 22 38 oy 45 2 LA
fhiz B, =R (17) ATk A .

m—n=(y'=1) =dxy* ' x (y=1)’
= (y—l)zx |:(yd’1+yd’2+~-~+l)z—dxyd’1:|
>0

>0 (18)

(19)
28 (19) AT ALy, <y, PR FH P 508 BE ML R FEAH
Fe T B BRRA TR, ml DA s e sh Bl vl A .

4 KWERDH

SEH F R WA AR, — N Bk A
IPUMS P43 19 28 T8 , AR BEIRCT USA 1% 5 7 2% 54
AR, R 2R BRIDSREE S RENE. 1
JE BRAA R B 5 400 H Y UCT 5095 JE  Adule £X 4
£, el MR H b ) TE R SR A 30162 25k,
3PN, BRI BIBE 6 43 28 E 1

F2 USALBEHEERYE

JE A JRAESR N
FAMSIZE 15
SEX 2
RACE 9
SCHOOL 3
EMPSTAT 4

S A (PR 554 < Intel (R) Core(TM) i5-7300HQ
CPU @2.50 GHz 2.50 GHz, 8.00 GB N1F. HIF3REE
Microsoft Windows 10. * JH PyCharm T EYG, L Py-
thon JRFE1E S 3L .



2186 H, + ~ 1R 2022 4
£3 AdlHBERY P
T TR ~E
WORKCLASS 7 081 //*/A
EDUCATION 16 \5@ 0.6+
MARITAL 7 o 0al \\
RELATIONSHIP 6
RACE 5 02 | |
SEX 2 0.0 0.2 0.4 0.6 0.8 1.0
SIZHG R FHAE R % AC (Accuracy) FI# E (Entropy ) 1 (a) Adult
IR TFRBE R LR T 19 K-modes B2 .
SRR . WP AN (20) AR 21 s y :/éc//w
) :
AC = zhj/N (20) H ol
Jj=1 [i=$
c; le,N e e, ﬁ 04 \\\
p=35% lood, m( - ) (21) N
Forb kR TREHRAL, b 2R IR ARL DRI B A5 B 2R 26 00567 06 08 10
7 v I A SR 2SR B A B, N R BB AR RN 1 R T )
MR T A8 TR ¢, AR (e B 1) (0 e
B R HE . IR IE A 56 S B0 LDPK 515 4 B 1 5% 12 BRRATISY o XS S IA PR RE I 20
Wi 5 A 2200 B R T B9 K-modes 35357 (Differ-
ent Privacy K-modes, DPK) #E4T T H . B R k B 3, R4 AdultK/3FACHE BN
() s Sk 1 R AT s SO 5 5 RN IE 30 0000 v M s ok 5 NOTT) 1.0 1.5 2.0 25 3.0
BS54 52 B ET 300 U, 45 BT (K Ac | o7 | os2 [ ose | 080 | oo
4. 1 %ﬁiﬁ:{‘tsﬁ LDPK n&ﬁg F %2 m"ﬂ E 0.48 0.44 0.40 0.31 0.26
AR AT o, HoAL S ERFEAAS , 73 B B RA T %5 USA /NI ACHE B0
B/ LDPK PERERO SN . 2 ATAIBE % e 09 o T o T 3 T 20 | 25 | 39
RS M AR B 3T KR 2 RS L g 0 T o T o T osr 1 osr | ose
E??ﬁ@j’;‘ﬁ(*ﬁqﬂE@W’é%{ﬁ%ﬁﬂﬁﬂi{j&ﬂzgﬁﬁﬁ Sﬁd\ s E 0.50 0.47 0.42 0.38 0.35
YLl B s s i e e 2 | I SRS R i AL . e
ﬁf,ﬁ@ﬁfﬁﬂpﬁ%ﬁﬂ%uﬁ%%ﬂz&h,J”\U%Z’@zﬁﬁbﬁ\% (1):2 SLDPK (l):z :11511311;1(
= 0.8
BB e 80 1.0, LSRR, Ml %07 0
48 T B LR RO )55 B30 5% A7 B 4 K/ N o 02
o LDPK FEREROSE IR . 146 4 146 5 T AIBGA S 4 1y o LMMWIIWWIONT o, LRI
IR, RGO MER R BE 2 3G 0, W B =z R A, A Co e ‘
PR 7 2 B 2 4 R PR A TP B T (a) Adult: AC (07 Adul £
S L T AR A R B ) 2 4 S0 T A » i
2 WL PR 45 I LSO . PRI SR 09 @D 05 Do
R 7 B ALV (9 B N R LR R g 06
. 0.6 0.4
4. 2 EiEtEgeExttt 0.5 02
Eﬂl”{‘ﬂ%%ﬁﬁ g, ﬁ?’fﬂ?ﬁ"ﬁﬁ%ﬁﬁ , qu HS LDPK 5 04 02 04 R 06 08 1.0 00 02 04 R 06 08 1.0
DPK RS 45 L it . i 1] 3 n] 61, DPK ) SR 245 51 i (c) USA: AC (d) USA:E
AT LDPK, HJFE PR AE T DPK MK SRS = 7 %o EL S5
B3 HEREXT L

PEVEATRAAAKE B, AT LS 4 1) 4 1 e P o, o DA 2R 2



e 9 /ﬂ;ﬂ

R T A 2243 B RA Y K-modes B 2B BURA AP 5 s

2187

ZE R R AR . {5 LDPK AU B 2645 1 fi i 5 DPK M
bl 22 BEOR A, 3 2 W38 3 ok P B0 A BE AL R A DL
R 55 vt 5 FH P ot 14 58 EL AR, LDPK A RO IE T 3R 2545
Ry . [FES DPKAH H , LDPK N5 BT 28 =7
X} B VEAT BRORATIUAL B SBE 4 T AR = 5 bR
BRRARY RUBS: , 42 5 T FH 7 B BRORA ) PR R JEE

5 #5iE

BEXT K-modes ZEE b T SO B A B FA DR
PR, Y SRR TR AR = R AR T
e AR SEBR N FH HIZ S = WA AR B AL R XU . AR S
PEH T —Fh A 22 43 BRFA T 1 K-modes 58 25 B FA
PRI I L T RS A M 2% 7 IR RA R AT LR AR R
6 FH P i X0 RS HEAT A B, A5 AN R B b e 55
Ui HRTC I AR AT A LS AR L TR e T e =
JEREL 3B 5 0 R P B RA R IKURS: . A LS
AR B SC IR 45 R AR W] 207 AR R AS M 22 O IR AAAIL
HIATETEE T, A RRIE 7 REEE R Bt

A SCHR A 7 VR AR P i B 52 3 () SRR 1
B RAGRIF (0 Se it AN T ARG 1 B A DRI B . AL
FEAR R TAE Y, FRATPH 222 100 T P B BURR B2 439, A
VB 55 g 45 WA B SRR R AR 1 5 A0 i o B B
15 B SR FH S b 22 43 B RL R AT AR 4, DA 2 FH P X
AN TRl B H R B A PR B AL R APt 3K

S 30k

[1] COELHO A L V, SANDES N C. Data clustering via coop-
erative games: A novel approach and comparative study[J].
Information Sciences, 2021, 545: 791-812.

SAROIJ K. Review: study on simple k mean and modified
K mean clustering technique[J]. International Journal of
Computer Science Engineering and Technology, 2016, 6
(7): 279-281.

XIAO Y Y, HUANG C H, HUANG J Y, et al. Optimal
mathematical programming and variable neighborhood
search for k-modes categorical data clustering[J]. Pattern
Recognition, 2019, 90: 183-195.

ZHANG S B, MAO X J, CHOO K K R, et al. A trajectory
privacy-preserving scheme based on a dual-K mechanism
for continuous location-based services[J]. Information Sci-
ences, 2020, 527: 406-419.

ZHANG S B, WANG G J, BHUIYAN M Z A, et al. A du-
al privacy preserving scheme in continuous location-based
services[J]. IEEE Internet of Things Journal, 2018, 5(5):
4191-4200.

[6] CHAVES A, MOURA I, BERNARDINO J, et al. The pri-

(9]

[10]

(11]

[12]

[13]

[15]

vacy paradigm: An overview of privacy in Business Ana-
Iytics and Big Data[C]//2020 15th Iberian Conference on
Information Systems and Technologies(CISTI). Piscat-
away: IEEE, 2020: 1-6.
DWORK C, ROTH A. The algorithmic foundations of dif-
ferential privacy[J]. Foundations and Trends in Theoretical
Computer Science, 2013, 9(3/4): 211-407.
DEWRI R, THURIMELLA R. Exploiting service similari-
ty for privacy in location-based search queries[J]. IEEE
Transactions on Parallel and Distributed Systems, 2014, 25
(2): 374-383.
MEDKOVA J. Composition attack against social network
data[J]. Computers & Security, 2018, 74: 115-129.
RN, AdUL, AT, & BT SRR 1Y BRRAR Y A
AT 10]. #2741, 2020, 48(1): 153-163.
PENG H L, JIN K Z, FU C C, et al. Private time series
pattern mining with sequential lattice[J]. Acta Electronica
Sinica, 2020, 48(1): 153-163. (in Chinese)
WL, 4 B, R0, 45 . MCDP: 3 T i 28 9 45 1 22
B B o3 A X 22 00 B AL BCH A s ¥R ). W A
2020, 48(12): 2297-2303.
CHEN S, FU A M, KE H F, et al. MCDP: multi-cluster
differential privacy data publishing method based on neu-
ral network[J]. Acta Electronica Sinica, 2020, 48(12):
2297-2303. (in Chinese)
KR, B, TEHESE, % BT AL B RS 1 40 A 2
I BERMRERE D IEDETEL]. W T2 41, 2021, 49(1): 99-110.
ZHENG X Y, LUO Y L, WANG X S, et al. Research on
location-based distributed differential privacy recommen-
dation method[J]. Acta Electronica Sinica, 2021, 49(1):
99-110. (in Chinese)
XIAO X K, TAO Y F, CHEN M H. Optimal random per-
turbation at multiple privacy levels[J]. Proceedings of the
VLDB Endowment, 2009, 2(1): 814-825.
KIFER D. On estimating the swapping rate for categori-
cal data[C]//Proceedings of the 21th ACM SIGKDD Inter-
national Conference on Knowledge Discovery and Data
Mining. New York, USA: ACM, 2015: 557-566.
SU D, CAO J N, LI N H, et al. Differentially private K-
means clustering and a hybrid approach to private optimi-
zation[J]. ACM Transactions on Privacy and Security,
2017, 20(4): 1-33.
NGUYEN T D, GUPTA S, RANA S T, et al. Privacy
Aware K-Means Clustering with High Utility[C]//Pacific-
Asia Conference on Knowledge Discovery and Data Min-
ing. Cham: Springer, 2016: 388-400.



2188 H, ¥

g
==

i 2022 4F

[17]

(18]

[19]

[20]

[21]

[22]

(23]

[24]

[25]

[26]

[27]

NGUYEN H H. Privacy-preserving mechanisms for k-
modes clustering[J]. Computers & Security, 2018, 78:
60-75.

MR, d/NE, REOR, & AL 2E T BRAAPT R A
[7]. B4R, 2018, 29(7): 1981-2005.

YE Q Q, MENG X F, ZHU M J, et al. Survey on local dif-
ferential privacy[J]. Journal of Software, 2018, 29(7):
1981-2005. (in Chinese)

ERLINGSSON U, PIHUR V, KOROLOVA A. RAP-
POR: randomized aggregatable privacy-preserving ordi-
nal response[C]//Proceedings of the 2014 ACM SIGSAC
Conference on Computer and Communications Security.
New York, USA: ACM, 2014: 1054-1067.

KAIROUZ P, BONAWITZ K, RAMAGE D. Discrete
distribution estimation under local privacy[C]//Proceed-
ings of the 33rd International Conference on International
Conference on Machine Learning. New York, USA:
ACM, 2016: 2436-2444.

QIN Z, YANG Y, YU T, et al. Heavy hitter estimation
over set-valued data with local differential privacy[C]//
CCS’ 16: Proceedings of the 2016 ACM SIGSAC Confer-
ence on Computer and Communications Security. New
York, USA: ACM, 2016: 192-203.

WANG T H, LI N H, JHA S. Locally differentially pri-
vate frequent itemset mining[C]//2018 IEEE Symposium
on Security and Privacy. Piscataway: IEEE, 2018:
127-143.

DUCHI J C, JORDAN M I, WAINWRIGHT M J. Local
privacy and statistical minimax rates[C]//2013 IEEE 54th
Annual Symposium on Foundations of Computer Sci-
ence. Piscataway: IEEE, 2013: 429-438.

WANG N, XIAO X K, YANG Y, et al. Collecting and an-
alyzing multidimensional data with local differential pri-
vacy[C]//2019 IEEE 35th International Conference on Da-
ta Engineering. Piscataway: IEEE, 2019 : 638-649.
KULKARNI T. Answering range queries under local dif-
ferential privacy[C]//Proceedings of the 2019 Internation-
al Conference on Management of Data. New York, USA:
ACM, 2019: 1832-1834.

REN X B, YU C M,YU W R, et al. LoPub: High-dimen-
sional crowdsourced data publication with local differen-
tial privacy[J]. IEEE Transactions on Information Foren-
sics and Security, 2018, 13(9): 2151-2166.

AMIR A, AMIT M, LANDAU G M, et al. Period recov-
ery of strings over the Hamming and edit distances[J].
Theoretical Computer Science, 2018, 710: 2-18.

E&

[28] WANG T H, BLOCKI J, LI N H, et al. Locally differen-

tially private protocols for frequency estimation[C]//Pro-
ceedings of the 26th USENIX Conference on Security
Symposium. Berkeley, CA, USA: USENIX Association,
2017: 729-745.
i
W L 1979 R TR AR
A W R RE I B R A . 22
FEOT 0 B Bt A 4 OB TR RE L IX
Pl ft) 22 MR IR P15

E-mail: shaobozhang@hnust.edu.cn

BEXIA 5, 1995 44 TR T . BN
T ER N S U W T T e s U S I PPN
I EIH SRS

E-mail: ljyuan@mail.hnust.edu.cn

EHE F, 1970F4FH. Ht,
CCFZR £ b, 3R B BHE B AR KL
BT A SO SR ST AN S R
R, ZRRARSSE.

KREB 9, 1963 4F A TR AR . Bk
MR R B IR LRSI, RS T
R B4 B REBC R DL IE s 45
E-mail: zhu.gm@163.com



